AK SABE3MNEYNTU CEBE
B MEPEMI IHTEPHET

A
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HALIOHANBHA NOMILIA
YKPATHW




PO3IJTAHEMO HACTYIIHI
HAMNPAMEKUWU 3ATPO3U

* [cnxonoriyHMM TUCK Ta LbKYBaHHA B MepeXxKi

* MaHinynauia AoBipol0 ANA eKcnayaTtauii AUTUHM.

e 3axucr Big, HebaxkaHuUX Ta Hebe3neuyHMx martepianis.

YKPAIHM



|
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i

MACLUTAB IMTOBAJ/IbHOITO BUR/TUKY

IHTEPHET CTAB 3BU4HOKO YACTUHOKO XUTTA TA HABYHAHHA.
BIH AJAPYEMOMJ/IUNBOCTI, AJIE U HECE

KPUTUYHI PUSUKA

6.12 MINIbAPAA NIOAEU BUKOPUCTOBYIOTb IHTEPHET VY CBITI.

7.1% ONMUTAHUX NIGAITKIB 3A3HABAJIU NEPEC/IAYBAHHA OHNIAUH.
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LLIO TAKE KIGEPBY/IIHI?

LEe HaBMUCHE, MOBTOPIOBAHE LibKyBaHHA 3
BUKOPUCTAHHAM LU POBUX TEXHOOTIWN.

BoHo moXe BigbyBaTnUCA B coLiafibHUX
MepexKax, MeceHaxkepax, IrpoBmux niaatgopmax.

«*» CnpAMOBaHICTb Ha MPUHMXEHHA abo 3anAKYyBaHHA.
* Mo>xnunBicTb aHOHIMHOCTI arpecopa.

* LLIBuaKe nowMpeHHA MPUHN3NTNBOIO KOHTEHTY.




OCHOBHI ®OPMU bYNTIHIY

LLIBuakuin 06miH 06pasamu y nyBRiYHNX YaTax. .-~ \s\

\
- - - \
* Meta — crnpoBoKyBaTu Tebe Ha BiANoBiAHY arpecito. < '

KOHTP3AXIA:Z_

[loBHMWM irHop. byab-aka BiagnoBiab — Lie
nepemora bynepa.

- = = oy

- S

L N

[TowmnpeHHA TBOIX CEKPETIB, IHTUMHUX poTO ~~ \\
abo npmnBaTHUX NUCTyBaHb 6€3 4o3B0NY. \ ’
<
KOHTP3AXI,£I,:<

CKpiHWOTKW Ta ckapra agmiHicTpadlil.
Lle KpMiHanbHUW 3N104UH.
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HALUIOHANBHA NONILIA
YKPAIHW
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AK 3AMNOBbII'TA
RIBEPBYJIIHI'Y

&

BCTAHOBITb OBME>XXEHHA NMPUBATHOCTI Y NMPO®IJ1HX
HE NOLUMPIOUTE OCOBUCTY IHOOPMALIIIO.

BYITbCA PO3MI3HABATU MAHIOY AU
TA EMOUIMHUN TUCK. HE PEATYWUTE HA NMPOBOKALIII.

PO3KAXITb BATbKAM ABO BHUTEIJIIO. ¥HY

NOOAUTE ODILINHY CKAPTY B KIBEPMNOJIILIO E&l "

Y PA3I SAIPOS.
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LLIO TAKE FPYMIHI?

BCTAHOBMEHHA OOPOCAUMU APYXKHIX | AOBIPNBUX CTOCYHKIB 3
HEMOBHOMITHIMK ocobamu yepes I[HTepHeT AnA BCTyny 3 HAMU B
IHTUMHWNIN 3B'A30K, WUAHTa)XXyYBaHHA Ta 3anAKyBaHHA.

[MoHapn 77 000 nipniTKiB B

@ LIE HE IPYABA. nepecaiaysam b Imeprt
LIE MIATOTOBKA /10 3/104MHY. ) |

%
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AK AIK0Tb IPYMEPU?

% POBECHUK ¥ KYMWUP ¥ HACTABHUK

BukopucTtoByloTb panbwimnsi poTo BoatoTb i3 cebe ckayTiB moaenen, BukopuncToByloTb BiK 417 CTBOPEHHA
Ta cninbHi iHTepecwu (irpn, xobi). 6norepis abo TpeHepiB. CTOCYHKIB "BYUMTENb-YYEHDL".
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ETANM MAHINYAAL (NNAH
'PYMEPA) ’

[MpoxaHHA TpMaTK cninKkyBaHHA
B TaEMHML| Big 6aTbKiB Ta ApPy3iB.

[Mowyk >XepTBu B irpax um
coumepexkax, KoMnaiMeHTW Ta yBara.

[Mowyk >XXepTBu B irpax 4m
coumMepexax, KoMnaiMeHTu Ta yBara.
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TECTYBAHHA KOPAOHIB e

YKPATHU

} ‘ E MNMouunHae KapTyBaTh Ha IHTUMHI Temu abo nNuTaTK Npo TBiN AOCBIA,.

AKLWO T He NpoTecTyew — TUCHe Aani.

Cnepuy npocutb 3BU4anHe PoTo, NOTIM — «y NiXKami»,
notim — 6e3 ogsary. Lle waax Ao waHTtaxy (cekcropiueHy).
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CEKCTOPLLIEH
(SEXTORTION)

AK TinbKKM TM Hagicnas nepwe $oTo — rpymep CTa€ arpecuBHUM.

BiH norpoXkye posicnatn Moro TBOIM 6atbKam, APY3AM UM BUUTENAM, IKLLO TU HE
Haajiwnew we abo He aacu rpoLuen.

A\
NAM'ATAW:
Moro meta — KOHTpONb.
BMKOHaHHA BUMOT He 3YMUHUTb 10ro,

a e 3pobutb BUMoOru binbwmmm.,



FONNIOBHUN «<RED FLAG»:
3MIHA MNATPOPMM
HOMY LIE HEBE3MEYHO?

----------
I' \\
& \\
Y

* lpymepu 3aBXaM NPOCATb NepenTn 3 irpoBoro Yyarty -’ A

(ne € mopepauin) y npusatHi mecenpyxepu (Telegram, Snapchat, WhatsApp). ' |
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HAUIOHANBHA Noniyia
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KOJINBYTU
OBEPEXXHNM?

* HapgmipHa yBara: HoBuit 3Hanomuii 3acunae tebe kKomnaimeHTamMmm Ta NOAAPYHKaAMM

B irpax. ‘*

CekpeTHicTb: MMPOXaHHA «He Ka3aTn mami/TaToBi», 60 Le «Hawa ocobnmsa

ApyK6a»n.

MpusaTHi npoxaHHA: Bumoru Hagicnati ¢oto B 6inunsHi abo 6e3 oaary («tn K meHi

AOBIPAELL?»).

.

3ycrpiy: Mpono3uuia 3ycTpiTUCA B peasibHOMY XUTTi 6e3 gopocamx.

x* K K




AnroputMmajn: CTOI! gl Mo

‘i “Asnikyﬁ

3YIMNUHUCD
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matepianu (306parkeHHs, Biaeo, ayajo, TEKCTH), LLO MICTATb 306paXeHHnA
HacUNbCTBa, NOpHorpadgito, nponaraHAy HapKOTUYHKUX 3ac06iB, a3apTHUX irop.
K O HTE HT? TaKoXK Le pPi3BHOMaHITHi KOMN'IOTEPHI BipycU Ta LLUMNUIYHCbKiI NPOrpamm.
®

MATEPIAJIA, LLIO 3AIrPOXKYIOTb MCUXILIL:

* HacunbCTBO Ta }KOPCTOKICT.

* MponaraHaa HapKOTUKIB.

* AsapTHi irpu Ta sipycm.




KITACUDIKALLIA
TOKCUYHOCTI:

LLIOK=-KOHTEHT

IrPOBUI DILLINHI

YENEHOXKI-NACTKU
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HAUIOHANBHA Noniyia
YKPAIHA

BIPYCHA TPUBOI'A

EPEKT NMPUCYTHOCTI

LLIKiaMBMN KOHTEHT BUKOPUCTOBYE ACKPaBi KONIbOPU Ta Pi3Ki 3BYKH, W06

"3auenutn” TBilN MO30OK. BiH Npautoe AK LMPPOBUN HAPKOTUK.

NAM'ATAWU:
Anroputmu coumeperk He MaloTb Moparii.

BoHM NOKa3yloTb Te, LLO TM AUBULLCA HaUAOBLLE.
AKWO TM auBMLLCA Xaxn — Tn bygew 6aunth ix NocTiHO.




SAXULLEEHHUIA L] 4585w
MPOCTIP

HAUIOHANBHA Noniyia
YKPAIHA

EDEKT NMPUCYTHOCTI
Teoa 6e3neKka — ue He cTiHa, a npouec. LLloaeHHa uudposa ririeHa pobutb Tebe
HeBpa3/IMBUM.

* 3akneun Beb-kamepy, KoM He BUKOPUCTOBYELLI.

He nepexopgb 3a nocnnaHHAMMU Big HE3HAWOMLIIB. *
* Ounuiyn cnmncok Aapys3iB pa3 Ha MicALlb.

BcTaHOBM 3aCTOCYHOK KOA-NiATBEPAYKEHHA *
* BukopucTtoBym pi3Hi naponi B OHanH-cepBicax.

3aKkpun akayHT Bif, HE3HaNoOMLB. *




Y PA3I BUAABJIEHHA HEGE3MEKU TW 4 TonuA
MOJKELL 3BEPHYTUCb

‘i 11'1 Kibepnoniuia YkpaiHm —
ticket.cyberpolice.gov.ua
* AHOHIMHO HaglicNaTM NOCUNAHHA Ha WKigAMBUI KOHTeHT — report.iwf.org.uk

* AisHaTtuca 6inbe — dignityonline.in.ua

* KoHcynbtauiiHa niHia — 1545, pani obpatu “3”
(aHOHIMHO, 6e3KOLTOBHO, Linoaodos0)
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